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Abstract—PHP currently powers a large portion of modern
web applications, which makes PHP-based applications a fre-
quent target for attackers. A PHP webshell is a malicious back-
door deployed on servers running PHP applications and is often
obfuscated, embedded within otherwise normal-looking code,
or designed with multi-step execution logic, making it difficult
for traditional methods such as signature-based or regex-based
detection to identify. This study proposes a modular, locally de-
ployable, and model-agnostic framework that performs context-
aware analysis of PHP files using open-source large language
models. Experimental results show that the proposed framework
provides an effective, privacy-preserving, and adaptable solution
for PHP webshell detection in real-world environments.

Index Terms—PHP webshell, PHP malware, backdoor detec-
tion, large language models, malware detection

I. INTRODUCTION

PHP has long been a foundational technology for modern
web applications and continues to power a large portion of
the web today [1]. Modern Content Management Systems
(CMSs) such as WordPress and Joomla, frameworks such as
Laravel, and many custom application dashboards are written
in PHP. However, the widespread use of PHP also intro-
duces significant security risks, including file-upload, remote-
code-execution, and command-injection vulnerabilities. The
exploitation of such vulnerabilities on a PHP server can allow
a threat actor to upload a backdoor for post-exploitation and
persistence, commonly referred to as a PHP webshell.

PHP webshells may exist as standalone files or be embedded
within legitimate code. They can provide attackers with remote
command execution, persistence, and other post-exploitation
capabilities through a web interface or back-connection mech-
anisms. Webshells range from simple one-line payloads to
more extensive malicious applications that support activities
such as mass defacement, cryptocurrency mining, and database
dumping. In severe cases, they may enable attackers to com-
promise the backend server, the underlying operating system,
and associated databases, and in some situations, pivot further
into the local network.

Webshells remain one of the major tools used to com-
promise web servers. In fact, about 49.21% of compromised
websites were found to contain at least one backdoor at the
point of infection [2]. Supply-chain attacks involving widely

used open-source libraries and plugins, such as the PHP-
Mailer command injection vulnerability (CVE-2016-10033)
[3] and the PHP 8.1.0-dev User-Agentt backdoor remote code
execution incident [4], continue to expose web servers to
threat actors. These incidents illustrate how malicious code
can be introduced into widely used software components and
affect users at scale. The stealthy and easy-to-blend nature of
webshells makes them particularly difficult to detect.

Currently, several approaches are used for webshell de-
tection, including signature-based and regex-based detection,
YARA rules, cloud-based scanners, and proprietary APIs.
Most organizations rely on one or a combination of these
methods. However, these approaches often struggle to detect
malware that blends into existing codebases and employs
techniques such as obfuscation, encoding, whitespace manip-
ulation, and function indirection.

Modern, dynamic, and multi-stage payloads require deeper
contextual reasoning, which makes detection more challeng-
ing. Although traditional signature-based and regex-based
methods are fast and lightweight, they can be bypassed through
small structural modifications and may generate false positives
while still missing obfuscated or previously unseen threats.
Cloud-based and API-driven solutions also introduce privacy
and compliance concerns. In addition, manual code review
becomes impractical when dealing with large and frequently
changing codebases. These challenges highlight the need for a
flexible, privacy-preserving, and open-source solution that can
analyze context and adapt to diverse coding patterns.

To address these challenges, we propose a privacy-
preserving, modular, and model-agnostic framework for PHP
webshell detection based on open-source large language mod-
els. The framework enables context-aware analysis of raw
PHP code, supports local deployment in privacy-sensitive
environments, and allows flexible integration of different open-
source models without major architectural changes.

The remainder of this paper is organized as follows. Section
II reviews related work. Section III presents the proposed
framework. Section IV describes the experimental setup and
evaluation results. Section V discusses the strengths and limi-
tations of the framework, and Section VI concludes the paper.
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II. BACKGROUND AND RELATED WORK

A. Traditional PHP Malware Detection Methods

Most traditional approaches for PHP malware detection rely
on static rules or pattern matching. Regex-based scanning, for
example, uses predefined patterns to identify suspicious PHP
functions in source code. These often include functions such
as eval() and system(), which can enable direct code
execution from user-controlled input. One example is the open-
source tool Worldfind [5], which uses a large collection of
regular expressions to flag suspicious patterns in PHP files.

Predefined YARA rules are also used for the detection of
PHP webshells. The U.S. National Security Agency (NSA)
provides a repository of YARA rules and other static analysis
tools for detecting PHP webshells [6], [7].

Signature-based detection approaches have also been used.
For example, the PHP Shell Detector project by emposha [8]
uses a local and remote database of known webshell signatures
for detection.

To monitor unauthorized modifications in codebases, tech-
niques such as file integrity monitoring are also used. The
NSA’s Detect and Prevent Web Shell Malware guidance [7]
recommends implementing file integrity monitoring to block
or alert on unexpected file changes.

Although these techniques are fast and lightweight, they
share important limitations. Techniques such as code obfusca-
tion, encoding, and insertion of unrelated code can alter a file’s
signature or pattern, allowing malware to evade traditional
detection mechanisms [9]. In addition, webshells that do
not match signatures in known databases may bypass these
approaches entirely.

B. Machine-Learning-Based Approaches

Machine-learning-based and deep-learning-based
approaches have been introduced to address the limitations of
traditional methods.

Nguyen et al. [10] proposed a model that transforms PHP
source code into opcode sequences and applies a Convo-
lutional Neural Network (CNN) for classification, achieving
99.02% accuracy on a dataset filtered using YARA rules. Tian
et al. [11] proposed an approach that represents each token
from an HTTP request using Word2Vec, arranges these vectors
into a fixed-size matrix, and then applies a CNN to classify
the request as malicious or benign. Their approach showed
better performance than traditional keyword-based detection
methods.

Zhou et al. [12] compiled PHP files into opcode se-
quences and applied an LSTM-based deep learning model.
They found that a single-layer LSTM achieved over 95%
accuracy, while deeper multi-layer models performed worse
because of overfitting and gradient-related issues. Gogoi et al.
[13] analyzed function calls and the use of PHP superglobal
variables through static AST analysis and applied an LSTM
model for classification, achieving a detection accuracy of
approximately 97%. Fang et al. [14] compared TextCNN and
Transformer architectures for webshell detection using both

raw PHP source code and AST representations and found that
the Transformer model performed better across both feature
types.

Li et al. [15] presented ShellBreaker, which correlates
syntactic and semantic features from PHP code, such as com-
munication behavior, run-time environment adaptation, and
sensitive operations, and applies classical machine-learning
techniques to detect webshells, achieving a detection rate of
91.7%.

Recently, Bai and Zhu [16] proposed WebshellHunter,
which applies BERT-based AST vectorization followed by a
CNN–BiLSTM model to enhance feature extraction from ob-
fuscated PHP code and reported improved detection accuracy.

Although machine-learning-based approaches have shown
strong performance, their effectiveness depends heavily on the
type and quality of the dataset and the feature representations
used, such as AST structures or opcode sequences. Some
models exhibit overfitting in deeper architectures, while others
rely on heavily curated datasets that may not adequately reflect
real-world production PHP code. To address these limitations,
more adaptable and context-aware detection methods are still
needed.

C. Closed-Source API-Based Detection

Closed-source large language models and cloud-based APIs
can also be applied to PHP webshell detection. Proprietary
models such as Google’s Gemini 1.5 Flash, as well as plat-
forms such as VirusTotal API and Cloudflare Security Center,
may be used to analyze PHP files for malicious behavior.

However, these proprietary and cloud-based solutions typi-
cally require source code to be uploaded to external servers,
which raises privacy and compliance concerns. When applied
to large codebases, they may also become less practical
because of usage limits, rate limits, and higher operational
costs. In addition, such services may introduce uncertainty
regarding how submitted code is stored, processed, or retained,
which can be a significant concern when the scanned codebase
contains sensitive information.

III. PROPOSED METHOD

To address the limitations of the previously mentioned
studies and methods, we propose a privacy-focused, modular,
and model-agnostic PHP detection framework. The framework
is based on open-source large language models to provide
context-aware analysis of PHP files.

A. System Architecture Overview

Instead of relying on predefined rules, handcrafted features,
or known signatures, the proposed modular framework uses
open-source large language models as the analysis engine to
classify raw PHP code. To enable more effective context-aware
evaluation of the code, the framework uses coder models, as
these models are extensively pre-trained on source code and
generally exhibit stronger code understanding capabilities than
general-purpose reasoning models.
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Algorithm 1 PHP Webshell Detection Workflow
Require: PHP files F , LLM model M
Ensure: File-level classification results

1: for each file f ∈ F do
2: Preprocess f
3: Split f into chunks {c1, ..., cn}
4: for each chunk ci do
5: Construct prompt and run LLM inference
6: end for
7: Aggregate chunk results to obtain file label
8: end for

As shown in Fig. 1, the overall process is organized into
sequential modules that handle file preprocessing and context-
aware chunking, prompt construction, model-agnostic LLM-
based inference, and final result aggregation.

Algorithm 1 summarizes the overall workflow of the pro-
posed framework.
B. Detection Framework Components

The proposed framework consists of five independent mod-
ules. The first is the preprocessing module, which takes
raw PHP files as input, validates the file type, normalizes
character encodings, and performs deduplication by hashing
file contents. This ensures that only valid, readable, and unique
PHP files are passed to the detection pipeline. By filtering non-
PHP content at this initial stage, the framework significantly
reduces the computational load and resource consumption of
the analysis engine.

The second module is the chunking module. To ensure
that each file is properly analyzed, the input passed to the
analysis engine must remain within the model’s maximum
context length. This is handled by the chunking module,
which extracts the maximum context length of the local model
from its configuration files. This dynamic extraction allows
the framework to adapt to different models without manual
configuration. If a file exceeds the maximum context length,

it is divided into smaller chunks so that the combined size of
the prompt and the chunk remains within the limit. A sliding-
window overlap is used to partially preserve code context even
after the file is split into multiple chunks.

The third module is the prompt construction module. It com-
bines each chunk with a system instruction, evaluation rules,
and strict output formatting to construct a logical prompt. The
resulting prompt is then processed by the model’s tokenizer
using the chat template defined in the model’s configuration
files. This ensures that each prompt follows the input structure
expected by the model. As a result, the classification process
remains deterministic, model-agnostic, and consistent across
different models.

The fourth module is the LLM analysis engine, which can
incorporate any locally deployed open-source LLM, prefer-
ably a model with strong code understanding and reasoning
capabilities. Since the framework is designed to be model-
agnostic, different LLMs such as Qwen Coder, DeepSeek
Coder, StarCoder, or CodeLlama can be integrated without ma-
jor modifications to the other modules. This module performs
binary classification for each chunk by labeling it as either
benign or malicious and also generates a short explanation for
each prediction.

The output aggregation module is the final module of the
framework. It aggregates the classification results across all
chunks of a file using the rule that if any chunk is classified
as malicious, the parent file is labeled as malicious. This
aggregation strategy prioritizes recall and ensures that even
if a webshell is embedded within an otherwise normal file,
it is still detected. The final output consists of a binary label
for each file, along with the technical reasoning behind the
classification.

The final classification results can be exported in formats
such as JSON or CSV, enabling seamless integration with
incident response workflows. This modular separation of tasks
also facilitates optimization and replacement of individual
components without affecting the overall framework.

Fig. 1. Proposed Modular and Model-Agnostic PHP Webshell Detection Framework.
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IV. EXPERIMENTAL SETUP & EVALUATION

A. Evaluation Metrics

To fairly evaluate the performance of the proposed detection
framework, we use standard binary classification metrics,
including Accuracy, Precision, Recall, and F1-score. These
metrics measure how effectively the framework distinguishes
between malicious and benign PHP files.

Since this is a binary classification task, the predictions can
be summarized using a confusion matrix consisting of True
Positives (TP), True Negatives (TN), False Positives (FP),
and False Negatives (FN). In the context of PHP webshell
detection, these categories indicate how well the framework
classifies malicious and benign files:

• True Positives (TP): Malicious PHP files correctly clas-
sified as malicious.

• True Negatives (TN): Benign PHP files correctly classi-
fied as benign.

• False Positives (FP): Benign PHP files incorrectly clas-
sified as malicious.

• False Negatives (FN): Malicious PHP files incorrectly
classified as benign.

Using these values, the four evaluation metrics are defined
as follows:

Accuracy measures the overall correctness of the frame-
work:

Accuracy =
TP + TN

TP + TN + FP + FN
(1)

Precision measures the proportion of files predicted as
malicious that are actually malicious:

Precision =
TP

TP + FP
(2)

Recall measures the proportion of actual malicious files that
are correctly identified:

Recall =
TP

TP + FN
(3)

F1-score provides a balanced measure of Precision and
Recall:

F1 = 2× Precision×Recall

Precision+Recall
(4)

In PHP webshell detection, Recall is particularly important
because a false negative means that a malicious backdoor
remains undetected. This can allow the attacker to evade
detection and maintain persistent compromise of the server and
underlying operating system. However, an excessive number of
false positives can also reduce practical usability by incorrectly
flagging legitimate files as malicious. Therefore, a balanced
evaluation across all metrics is necessary to assess the practical
effectiveness of the framework.

B. Experimental Setup

The proposed malware detection framework was evalu-
ated by integrating different large language models into the
LLM analysis engine. Open-source LLMs such as Qwen2.5-
Coder-7B-Instruct [17] and DeepSeek-Coder-7B-Instruct v1.5
[18] were selected because they are relatively lightweight
coder models that can run on consumer-grade GPUs and
are suitable for real-world deployment. Fine-tuning was also
performed to examine whether model performance could be
further improved. In addition to these open-source models,
the framework was evaluated using Gemini 1.5 Flash [19] as
a closed-source LLM for comparison.

Due to the lack of readily available datasets, we constructed
a custom dataset consisting of both malicious and benign
PHP files. Malicious PHP webshells were collected from three
publicly available sources: the PHP Webshell Dataset [20], the
Webshell Dataset by c01dsnap [21], and the PHP Webshell
Dataset by Cyc1e183 [22], which was compiled from multiple
sources and referenced in Pan et al. [23]. After deduplication,
the final malicious dataset contained 6,578 unique PHP web-
shells.

For benign PHP files, we used the White.zip set from the
Webshell Dataset by c01dsnap [21]. From the 12,167 available
files, 6,507 benign PHP files were selected through random
sampling.

Both benign and malicious files were split into training and
test sets using a 90:10 ratio. For the malicious files, the training
set contained 5,921 samples and the test set contained 657
samples. For the benign files, the training set contained 5,850
samples and the test set contained 657 samples.

Only the test set, consisting of 657 malicious files and 657
benign files, was used for framework evaluation. Fine-tuning
experiments were conducted using only the training set to
examine whether recall could be further improved under the
same framework.

C. Evaluation using Qwen2.5-Coder-7B-Instruct

The framework was first evaluated using Qwen2.5-Coder-
7B-Instruct (base) as the LLM analysis engine. As shown in
Table I, it delivered the most balanced overall performance
among the evaluated open-source models, maintaining strong
precision, recall, and F1-score while remaining lightweight
and locally deployable. The prompt structure of the framework
also enabled the model to generate short explanations for each
prediction.

The fine-tuned version further improved recall, but this came
at the cost of a substantial increase in false positives and a
decline in the other evaluation metrics. This result highlights
a clear trade-off between maximizing recall and maintaining
balanced overall performance.

Overall, the results suggest that the base Qwen model is
the more practical choice for general deployment, while the
fine-tuned version may be useful in scenarios where recall is
prioritized over precision.
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TABLE I
PERFORMANCE COMPARISON OF EVALUATED METHODS

Method Accuracy Precision Recall F1-score
Regex 72.37 96.23 46.58 62.77
DeepSeek-Coder-7B v1.5 83.18 96.38 68.95 80.39
DeepSeek-Coder-7B v1.5 (FT) 92.39 88.63 97.26 92.74
Qwen2.5-Coder-7B 98.25 98.47 98.02 98.25
Qwen2.5-Coder-7B (FT) 89.95 83.61 99.39 90.82
Gemini 1.5 Flash 98.33 100.00 96.65 98.30

D. Evaluation using DeepSeek-Coder-7B-Instruct v1.5, Gem-
ini 1.5 Flash, and Regex

The framework was then evaluated using DeepSeek-Coder-
7B-Instruct v1.5 (base). As shown in Table I, the base model
showed relatively strong precision but weaker recall than
Qwen. Fine-tuning substantially improved recall and overall
performance, although it still did not outperform the Qwen
base model.

A closed-source LLM, Gemini 1.5 Flash, was also evaluated
within the same framework. It achieved the highest precision
among all evaluated methods, indicating very strict classifica-
tion behavior, although its recall remained slightly lower than
that of the fine-tuned open-source models.

As a traditional baseline, regex-based detection was also
evaluated. Compared with the LLM-based approaches, it
showed particularly weak recall, suggesting that rule-based
detection alone is insufficient for handling obfuscated or
previously unseen webshells.

E. Overall Performance Comparison

A performance comparison among the evaluated open-
source models, their fine-tuned versions, a closed-source
model, and the traditional regex-based method is shown in
Fig. 2. Overall, Qwen2.5-Coder-7B-Instruct (base) delivered
the most balanced performance across the evaluated metrics
while remaining locally deployable.

Fig. 2. Overall Performance Comparison

Across the evaluated methods, Qwen2.5-Coder-7B-Instruct
(fine-tuned) achieved the highest recall, while Gemini 1.5
Flash achieved the highest precision. In contrast, the regex-
based method showed the weakest overall performance, par-
ticularly in recall.

Taken together, the results highlight a clear trade-off be-
tween recall and precision. Fine-tuning improved sensitivity

to malicious code but increased false positives, whereas the
base Qwen model maintained the strongest balance across
metrics. These comparisons suggest that context-aware LLM-
based detection is more effective than traditional rule-based
approaches for identifying obfuscated or previously unseen
webshells.

F. Summary of Findings

These experimental results show that the proposed frame-
work performs effectively across different large language mod-
els without requiring architectural changes. Open-source coder
models can achieve performance close to proprietary services
while still supporting full local deployment and preserving
code confidentiality.

Among the evaluated methods, Qwen2.5-Coder-7B-Instruct
(base) provided the most balanced performance among the
open-source models. It achieved higher recall than Gemini
1.5 Flash while still maintaining strong precision and F1-
score, all within a lightweight 7B-parameter model that can
run locally. Fine-tuning can further improve recall and may
be useful in scenarios where detecting all malicious files is
prioritized over minimizing false positives. Larger models may
further improve performance in environments with sufficient
computational resources.

Closed-source LLMs such as Gemini may achieve higher
precision, but they also raise privacy and compliance concerns
when applied to sensitive codebases. Depending on vendor-
specific data handling and retention policies, submitting source
code to a proprietary API may introduce security and confiden-
tiality risks. In contrast, locally deployed open-source models
provide greater transparency and operational control.

Overall, these results suggest that the proposed framework
provides a reliable, flexible, and model-agnostic approach to
PHP webshell detection without dependence on proprietary
services.

V. DISCUSSION

A. Strengths

The proposed framework offers several practical strengths
for PHP malware detection. First, it can run locally or on
a private server without requiring code to be sent to external
services, which helps reduce privacy and compliance concerns.

The framework is also flexible and model-agnostic. Open-
source large language models with strong code understanding
capabilities can be used as the analysis engine without major
changes to the rest of the pipeline. This allows the framework
to support both smaller models in resource-constrained envi-
ronments and larger models in settings with more available
computational resources.

In addition, the framework provides context-aware analysis
of PHP webshells and produces both a binary classification and
a short explanation for each prediction. This supports integra-
tion with incident response workflows and related evaluation
tools.
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During evaluation, the framework was able to detect obfus-
cated and encoded malware, depending on the LLM used as
the analysis engine.

Overall, the modular design, local deployability, and
context-aware analysis make the framework adaptable to dif-
ferent detection scenarios and deployment environments.

B. Limitations and Future Work

Although the proposed framework shows strong perfor-
mance and adaptability, it has several limitations. Processing
large codebases can be relatively slow because long files must
be divided into multiple chunks to fit within the model’s
context length. This can make detection more difficult when
malicious behavior depends on long-range context or multi-
stage execution logic distributed across multiple chunks. In
resource-constrained environments, performance may also de-
cline because smaller LLMs must be used, while larger models
require greater computational resources.

The framework currently relies entirely on the LLM
for classification, which can be computationally expensive.
Lightweight pre-filtering methods, such as regex-based or
signature-based checks, could help reduce the number of files
requiring full LLM analysis. Similarly, file integrity monitor-
ing could limit analysis to newly created or modified files,
improving overall efficiency.

Future work may explore better chunk-merging strategies,
incremental scanning, optional integration of opcode- or AST-
based features, and model distillation or quantization to reduce
resource requirements.

VI. CONCLUSION

This study proposed a modular and model-agnostic frame-
work for PHP webshell detection built on open-source large
language models. The framework enables context-aware anal-
ysis of raw PHP code while supporting local deployment in
privacy-sensitive environments.

Experimental results showed that the framework can be
adapted to different LLMs without architectural changes.
Among the evaluated models, Qwen2.5-Coder-7B-Instruct
achieved the most balanced overall performance while remain-
ing lightweight and locally deployable. Fine-tuning improved
recall but increased false positives, highlighting a trade-off
between sensitivity and precision.

Overall, the results suggest that the proposed framework
provides a practical, flexible, and privacy-preserving approach
to PHP webshell detection. Its modular and model-agnostic
design makes it suitable for deployment across different envi-
ronments and operational requirements.
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